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Microsoft Security

@ CISO Workshop &
() Architecture Design Session (ADS)

What: Security workshops to accelerate modernization of security program,
architecture, and technical initiatives (using Zero Trust principles).

Why: Rapidly increase security posture & align security to business priorities

How: Provide best practices, references, and other guidance based on real
world lessons learned

* CISO Workshop — Strategies and Program Structure —._You are Here

» Security ADS - Architectures and Technical Plans

Ti » Set a North Star and Keep Going - A journey of incremental progress towards a clear vision
* Mix of old & new - Bring your experience and knowledge, but expect changes



Microsoft Security

‘ Who should be in the CISO Workshop?

Primary Participants

A CISO + Security Directors - Helps modernize security strategy and program components, integrate
security into larger organization

A CIO + IT Directors 0 Helps integrate security into technology program, cloud, and other initiatives
A Enterprise + Security Architects 0 and other roles with broad strategy/technology responsibilities

Optional Attendees

A Business IT leads, Business initiative owners that sparked discussion d helps integrate security
Into business Initiatives and better understand security dependencies

A Cloud Lead / Cloud Team (if formed) o help integrate security into cloud initiatives and reduce
unhealthy friction between teams

A Any supporting partners and integrators chosen by those roles

Note: This workshop is essential for people performing the functions that align with the roles
above and is also useful to many other roles within an organization



Agenda

A. Key Context and Fundamentals
Threat trends, Role & Responsibility Evolution, Strategy and Recommended
Strategic Initiatives to structure security transformation

B. Business Alignment
Engage business leaders on security, align to business priorities and risk
management, integrate security in IT/Business and build business resilience

C. Security Disciplines
Provide a clear structure for durable security program elements

Exercises

1. Assessagainst maturity model based on real world journey
2. Discuss prescriptive recommendations to improve programs
3. Assign next steps



Enable your business with a trusted digital fabric sforming rapidly

Most sections return to the
main menu dfter finishing

Threat Environment tegy and
and Trends ilit Ended Initiatives

- Wm & &

. . < - - " Business Alignment Exercise
Risk Insights Security Integration Business Resilience -

Some slides can quickly
return to main menu

acurity Disciplines - Establish and Evolve Foundational Capabilities

Access Security t Security Innavation Planning Exercise

Control Operations Protection Governance Security Next Steps

ith Zero Trust

Jump to any section from the Main menu




@ Introductions

Expectations

for today




@ Whiteboard - Technical Estate and Program Drivers

Current Cloud Usage
« Which workloads / business purpose? Goals and Plans

 Which major cloud providers? for Security and Cloud
(SaaS, Paas, laaS)

O e © O

Geographic Presence Compliance Security Focus Areas -

where you operate? & regulatory requirements What do you want to focus on?

Modern Access Control

Modern Security Operations
Infrastructure and Development
OT and IoT Security

Data Security & GRC

O O O O O



@ What 6s on your

Q0000 OF

Ransomware Recovery Readiness

Secure ldentities and Access
Modern Security Operations
Infrastructure and Development
Data Security & GRC

OT and IoT Security

current



Common Security Initiatives

Mapping business outcomes to technical initiatives

CEO

Business Leadership

£CIO a CISO

Technical Leadership

¢ &

Architects & Technical Managers

B

Implementation

Align security to business priorities

Security Program and Strategy / Cloud Adoption Framework (CAF) - Secure Methodology

Secure hybrid Modernize Secure cloud Find and protect Protect Industrial
work incident response migration critical data Control Systems
Secure ldentities Modern Security Infrastructure and Data Security & loT and OT
and Access Operations (SOC) Development Governance, Risk, Security
Security Compliance (GRC)



" Microsoft

@ CISO Workshop &
Architecture Design Session (ADS)

CEO

Business Leadership

& CIO @ CISO

Technical Leadership

& || e |

Securing Digital
Transformation

Business and
Security
Integration

Security Strategy,
Programs, and
Epics

Architecture and
Policy

Architects & Technical Managers I

& 11| e |

Implementation

Technical Planning

Implementation
and Operation

Engaging Business
Leaders on Security

CISO Workshop

' ) What's in these workshops?

Strategy
0 wershen Busiess Alironsat ot Clasd Doseemation | Sovoess Mt

Security Program and Strateqy

Security Architecture Design Session
Module 1 & Zero Trust Architecture

Module 2 & Module 3 o
Secure Modern
Identities and Security
Access Operations
(SecOps/SOC)

Module 4 &
Infrastructure &
Development
Security

Module 5 @ Module 6 &
Data Security & loT and OT
Governance, Security
Risk, Compliance

(GRC)

All workshops are holistic for the ‘hybrid of everything’ technical estate (on-premises, multi-cloud, loT, OT, etc.)



Il n these wor k$hep

Strategy
CISO Workshop Business Alignment and Cloud Transformation Success Metrics
Security Program and Strategy Security Disciplines and Program Structure Role and Responsibility Evolution
I Threat Trend's Zero Trust Strategy *
$ 1
End to End Scenarios 1 1
Rosetta Stone for all
Overall Architecture Architecture security moaels

Ransomware

Zero Trust RaMP / Summary of initiatives \ Guidance

Detailed Architecture Information on Initiatives

\4
Technical Plan for initiative (roles, outcomes, eic) SASE



Planning for each role Maturity Mode

CEO

Business Leadership

#CIO  a CISO

Technical Leadership

& || ke ||

Architects & Technical Managers

ARERRRLE R R

Implementation

Assessment &
Improvement exercises

Reference plans for 3 entry points
U  Complete end to end security modernization

U  Quick wins across all initiatives (Zero Trust RaMP)
U  Microsoft 365 Zero Trust capabilities

Securing Digital
Transformation

Strategic Initiative | Plan

Business and

o Bl o

Security : e Describes technical solutions in that initiative
Integration
[
Security Strategy, Technical Plans
Programs, and How to make it real (OKRs, capabilities, stakeholders
Epics & project team, links to implementation plans, etc.)

Architecture and
Policy

Technical Planning

| Implementation Procedures
Implementation Describe how to deploy/configure each

and Operation technical component

Documentation
Step by Step Instructions on

=. Microsoft All workshops are holistic for the ‘hybrid of everything’ technical estate (on-premises, multi-cloud, 10T, OT, etc.) Microsoft Docs site




A security program bridges two worlds

Aligning security to business outcomes + apply Zero Trust security principles and best practices

Cloud Adoption Framework (CAF) - Secure Methodology

. (D Security ADS Workshop

Program Guidance

Secure

CISO Workshop

Module 1 d Zero Trust Architecture and Ransomware

Module 2 & Secure Identities and Access

Module 3 6 Modern Security Operations (SOC)

Module 4 0 Infrastructure & Development Security

Module 5 ¢ Data Security & Governance, Risk, Compliance (GRC)
Module 6 6 10T and OT Security



@ CI1SO Workshop

End-to-end Security Program and Strateqy Guidance + Integration with Digital & Cloud Transformation Teams

p
Q Start Here 0 with key context and fundamentals
Complesity is driving urgent security changes n:;iﬂt.@;an\uunr_y risk DECIS/OH The world is transforming rapidly Zero TruSt PnnC|p|eS

n === e — Makers . ‘ Assume breach | Explicitly Verify | Least privileged

- - - - K @

n = B Cloud Adoption Framework (CAF)
ﬂ Secure Methodology
Priorities Threat Environment Roles & Strategy and
Discussion and Trends Responsibilities Recommended Initiatives
Y,

g

@ Business Alignment o Continuously Prioritize and integrate security

N

Security canbe simple |

o e

Gaw
Engaging Business _ _ : _ . Business Alignment Exercise
Leaders on Security Risk Insights Security Integration Business Resilience

. J
J

(.

G Security Disciplines 8 Establish and Evolve Foundational Capabilities

Ky Takaaways & Nt Steps

Access Security Asset Security Innovation | SERUILY Celislinnie SR

Control Operations Protection Governance Security

Next Steps




Complexity Is driving urgent security changes

«I—» Dynamic Business Environment - _ _ _ _ A
Modernize & Simplify with Zero Trust

Stay focused, move fast, & adapt quickly

Complex Technical Estate

OO Hybrid of Everything
IT, IoT, OT, Hybrid and multicloud

wLegacy Wonaot

=7+ 30+ years of technology layers

£ Always Changing
~7 DevOps, Infrastructure as Code, etc.

Increased Security Threats

BA Growing Business Impact
with extortion & ransomware

ED Increasing Sophistication
l with new techniques

x_
Commoditization

with oas a serviced m el s




Imperative: Coverage for common attack chains

Insider and external threats

Email & loT (& OT) Cloud Identities SaaS Apps
Collaboration > 6

|den'[l'[leS compromised N configuration data

loT Device Di_srupt oT Eﬂ ;
Phishing Open \ Exploitation Environment ) Brute force account e N J Exfiltration
: L - - | S—
mail attachment e . ; By | orusestolenaccount  accesses | % ‘ of dAata
S : | : M credentials sensitive data e
e - > [ﬂJ k---3 Endpoints & Cloud : i -—  —_ :
N N~ 4 i i T '
| Infrastructure i On-P ' P i Attacker collects Domain
: i i Nn-Fremises | | _ . . :
Click a URL ' ' ' $ User accountis : reconnaissance & compromised
: : '
L ]

Exploitation coomand ===

" < ® /Attacker attempts A o
: acker attempts /
and Installation and Control \\_./ lateral movement \_../

Privileged account
compromised

Security Orchestr
ation, Auto
matIOn
an

Browse N\ 1; \___/ \___/ \:/ N - \*,/ E

Leading Insider Risks

History of violations @ indicators

Distracted and careless %@} ' .

3 ‘ $ g2
Disgruntled or disenchanted @ ‘A“ --------------- \ E} w

Subject to stressors '{ }‘ Insider hqs access Ar_lomalous
to sensitive data activity detected

Potential
sabotage


https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection

D tble'vee erything you

For sale I n obad nei ghbd&EE ==

Attacker for hire (per JOb) How this complicates fact validation
Other S . $250 per job (and up) .
ther Services " .. Ransomware Kits
Continuous attack @ :  $66 upfront
supply chain innovation e (or 30% of the profit / affiliate model)

Compromised PCs / Devices
PC: $0.13 to $0.89
Mobile: $0.82 to $2.78

Spearphishing for hire
$100 to $1,000
(per successful account takeover)

Stolen Passwords
@ $0.97 per 1,000 (average)
(Bulk $150 for 4OOM) Iiz»urﬁiecurityCapabiIities and Guidance

Denial of Service
$766.67 per month

How this shaped Microsoft investments




Donot belil eve everything you s

As you react to attacks and news, recognize truth and context is often obscured

Facts are naturally obscured Attack economy adds complexity Deliberate Deception Hides More
Demand for facts far exceeds Profit driven actors re-use tools, sell Sophisticated attackers often

ability to provide (expensive to ready made kits, and monetize attacks in deliberately pretend to be something
positively identify attackers, multiple ways (extortion / ransomware, else (use commercial tools, hide data

most useful defenses, etc.) selling passwords/access, data, etc.) theft in DDoS attacks, etc.)




Azure Security Capabilities and Guidance

— Native Security Controls Azure Security
and integration with existing security capabilities G u idan ce
| j_._.‘.} Native Threat Detection (& SIEM)
Secure Azure, Azure AD, Windows, Linux, iOS, Android, SaaS apps Top 10 Best practices
o + correlate with cloud native SIEM+SOAR+UEBA (Azure Sentinel)
‘@ Passwordlessand Multi -factor Authentication
paty (MFA) Azure Security
Benchmarks

Mitigate common and effective identity and password attacks with
biometrics, hardware security, and threat intelligence

...................................................................................................................................................................................................................................................

Native Firewall and Network Security Cloud Adoption

Framework (CAF)
Protect businesscritical assets with Azure Firewall, DDoS 6
protection, & integrated web application firewall (WAF) Well Architected
Framework (WAF)
Industry Collaboration @ n

with customers, NIST, CIS, The Open Group, and others




Human Operated Ransomware - high impact & growing

Not another background security risk

What's different?

‘ High Business impact St
: ) ) , op
Extortion must disrupt business operations .
to motivate payment Busu?ess
Operations o
A 25
~ Economic incentive to continue growing £ o
(hundreds of millions of dollars paid) £ P2 Ransomware &
S8 Destructive Attacks
Room to Grow
o Attackers can monetize security maintenance gaps at most
enterprises: Lo
» Apply security updates consistently to all computers Limited
+ Securely configure all resources using manufacturer Immediate 3T Y Targeted Data Theft
best practices Impact

* Mitigate credential theft attacks for privileged users

Per Computer > Enterprise wide

For more details on ransomware attacks and mitigations, see the Security ADS
Module 1 - Zero Trust Architecture and Ransomware




2021 Microsoft Digital Defense Report contents

CHAPTER 1
Introduction

Introduction
Our 2021 focus areas

CHAPTER 2
The state of cybercrime

The cybercrime economy and services
Ransomware and extortion

Phishing and other malicious email
Malware

Malicious domains

Adversarial machine learning

CHAPTER 3
Nations state threats

Tracking nation state threats

What wedre seeing
Analysis of nation state activity this year
Private sector offensive actors
Comprehensive protections required

CHAPTER 4

Supply chain, 10T,
and OT security

Challenges in managing risk associated with
the supplier ecosystem

How Microsoft thinks about supply chain

loT and OT threat landscape

The 7 properties of highly secured devices
Applying a Zero Trust approach to IoT solutions

loT at the intersection of cybersecurity and
sustainability

loT security policy considerations

CHAPTER 5
Hybrid workforce security

A Zero Trust approach for securing hybrid work
Identities

Devices/Endpoints

Applications

Network

Infrastructure

Data

People

CHAPTER 6
Disinformation

Disinformation as an emerging threat
Mitigation through media literacy
Disinformation as an enterprise disruptor
Campaign security and election integrity

CHAPTER 7
Actionable insights

Five cybersecurity paradigm shifts
Summary of report learnings
Conclusion

Contributing teams at Microsoft

Download the full report at
https://aka.ms/MDDR



https://aka.ms/MDDR

Review — Threat Environment

and Trends
A Security must be agile to keep up with speed of :

Business — Digital Transformation of assets and value
Technology — Cloud transformation of platforms
Security — Threats and Technical capabilities transforming

AThreats growing in multiple dimensions
Business Impact with extortion & ransomware
Sophistication with new techniques
Commoditization with “as a service” models

A Ransomware is top business impacting threat

AMDDR provides insights & analysis across threats

Next Up:
1A 0 Strategy and Recommended Initiatives




Managing organizational risk

Organizational Leadership ————  Board Management
Organizational & Risk Oversight Business Model and Vision Organizational Risk Appetite
Natural Disasters Market Relevancy —— IT Operations —_ @ Cybersecurity oeeo
Competition from startups is Cybersecurity is emerging from IT
disrupting markets, requiring as a distinct risk discipline for

businesses to digitally transform business leaders and boards



Managing Information/Cyber Risk

responsibilities

Security

Organizational Leadership
Board

or

Organizational & Risk Oversight

Business Model and Vision

Management

December 2021 -

b enttpd/@kaanes/BecurityRoles

0jobs to

Organizational Risk Appetite

Information Risk Management

Security Leadership i

Program Management Office (PMO)

Threat
Intelligence

Strategic Threat
Insight/Trends

Tactical Threat
Insight/Trends

Supply Chain Risk (People, Process, Technologyy—> Security Strategy & Culture DSttt
&
. <
— i Risk Management e Posture Management
Enable Productivity and Security . . .
Stay Agile - Adapt to changes to threat environment, Policy & Standards Monitor & Remediate Risk
technology, regulations, business model, and more " On-Demand Audit, Threat and Vulnerability
¢ Management (TVM), Risk and Security ,;’7
Scoring, Posture Enforcement ,/’
: : " ™ Y 7#8mnoms :
Technical Risk Management | People _j‘:P z i
4/ \l/ i User Education & Awareness Insider Risk ) T:Z,’;,i i
. P Y= b
Privacy & _ r-t Apps, Data, and loT M | Ap&
Compliance ReqUIIrements €—>|! Dev Education & Awareness App Security ~ Data Security % — ?:;;’m i
Requirements Translation » : .
Compliance _. > Architecture & } Ih:frats":‘cuge & II:-EILdPPItnt o] - - N i
Reportin o~ Risk Assessments &= | Mirastructure e[ eploy Jars — |
P 9 Network Security ~ Security ~ Tools Vulnerabilities ~ €—¢> i
Technical Policy Technical Policy T T CTTCTOCToTTOCTTCOToeer = T SRR
Monitoring Authoring  ldentity & Keys ™) |
PR : Administrator Identity System || Identity i
_ Compliance Security L ¢ Key Management Security Security E o Memime
Management Architecture . : ‘ '
A - Operational Technology (OT) Security " ) OT Operations ?é'_
1
l <€

2% Microsoft

External
<>

Intelligence Sources

ooooooooooooooooooooooooooo

Risk
Scenarios

Incident
Preparation

Practice
Exercises

Incident
Response

Incident
Management
(IT, IoT, OT)

(D0S) [493ud)] suonesadQ A}undag

Threat
Hunting

ooooooooooooooooooooooooooo

< Plan (Governance) menmnrrrssarnsnrnnnrnannrannnnnnnnnnnnnnnnnnnnnnnnnns Bl crereeeerreeesnnes s s s Run (Operations) >


https://aka.ms/SecurityRoles

Working Together on Information/Cyber Risk = Vicrosoft

Increase collaboration across teams

V7N

Prevention

IDENTIFY PROTECT DETECT RESPOND RECOVER

Response

Plan (Governance) -------------------------------------------------------- HGA B eI Run (Operations)




Mapping Roles to Disciplines

Requires collaboration between IT and Security teams

Business Leadership
CEO, Board, OthelCxOs and Business Unit/Line Leaders

Technical Leadership
CIO, CISO, CTO, and Chief Risk/Compliance Officer

E Security
Governance

Security Governance / Project Management
Risk and Posture Management

Typically in Security Organization Typically in IT Organization

1 I 1
1 : 1
1 1 1
1 1 I
1 1 1
1 1 1
1 1 I
1 T 1
1 1 I
1 1 1
1 1 1
1 1 1
1 i 1
| | |
V| Security Architect | IT Architect !
| ! |
1 1 1
: Infrastructure security ! i
1 H 1 . . I . .
i | (Servers, Endpoints, Containers, Storage, etc}) bata Security : /T Admin/ IT Leadership | Application Owners
: i ;
i MDM Admin | Asset _ i OT Operations
Access ' Identity Security 3 Protection :
! . . 1 1
Control ! ldentity Architect ¥ :
\ | Network Security 1 i
| Identity Admin || i
1 11 1
l H l
1 11 1
1 11 1
Security i SecOps Leadership ¥ I
O™ Operations - Ik Innovation - ,
i SecOps Analysts & Threat Hunters Application Securléylr S Security DevOpf/DevSecOpsL eadership
I | Incident Response and Hunting |
i l
1 1
1 1
1 1

End User Users Developer




Security Roles and Responsibilities

Business and Plan Build
technology outcomes Identify opportunities Execute and capture value
Security Governance Prevention _

Security Leadership Roles

Run
Sustain and adapt

Response
Security operations

Security Architect Roles

Role Types

Platform Security Engineer
App Security Engineer

Identity and key management
People security

Data security

Application security & DevSecO

Infrastructure and endpoint securit

Security Posture & Compliance

Security leadership

Security architecture

Responsibilities
dJobs to be ldo rmEEAddnldEh=RntuEblEn
Organizational functions

Policy and standards

aka.ms/securityroles

A Network security A Server/VM security

Posture management A Client endpoints/devices

t (i

IT & OT Operations, DevOps

Security Operations

Incident monitoring & response

Threat Hunting

Threat intelligence

Incident preparation

Feedback loop


https://aka.ms/securityroles
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-architecture
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-posture-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-policy-standards
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-compliance-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-identity-keys
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-people
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-data-security
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-application-security-devsecops
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-infrastructure-endpoint
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-threat-intelligence
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-incident-preparation

Security Roles and Responsibilities

Business and
technology outcomes

Security
outcomes

f

Plan
Identify opportunities

Governance
Architecture and Compliance

\

-

Build
Execute and capture value

Prevention

\

Access control Asset protection

Run
Sustain and adapt

Response
Security operations

Security 1 snot
Security maps well to standard businessplan d build - run stages

t hat

di fferent

|dentify

Protect

\  Detect, Respond, Recover )



https://aka.ms/securityroles
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-architecture
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-posture-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-policy-standards
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-compliance-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-identity-keys
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-people
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-data-security
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-application-security-devsecops
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-infrastructure-endpoint
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-threat-intelligence
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-incident-preparation

Security Roles and Responsibilities

Business and Plan Build
technology outcomes Identify opportunities Execute and capture value
Security Governance Prevention _
OUtComeS Architecture and Comp“ance Access COI’]'[I’O| Asset pI’O'[eC'[IOI’]

Build strong relationship and processes

Security Operations needs to have a close working relationship IT
Operations and with DevOps teams to enable rapid response and

recovery

Run
Sustain and adapt

Response
Security operations

Security Operations


https://aka.ms/securityroles
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-architecture
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-posture-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-policy-standards
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-compliance-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-identity-keys
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-people
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-data-security
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-application-security-devsecops
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-infrastructure-endpoint
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-threat-intelligence
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-incident-preparation

Security Roles and Responsibilities

Platform Security Engineer
% App Security Engineer

Skill Demand is shifting

To application-specific security skills (from enterprise- wide platform skills) as trends progress:
A DevOps (and Low-Code Applications) increase volume and speed of new applications
A Infrastructure as Code and automation reduce manual efforts in IT infrastructure



https://aka.ms/securityroles
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-architecture
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-posture-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-policy-standards
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-compliance-management
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-identity-keys
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-people
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-data-security
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-application-security-devsecops
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-infrastructure-endpoint
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-operations-center
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-threat-intelligence
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security-incident-preparation

Exercise 1A — Business Alignment

1. Designate 2. Publish 3. Socialize
Decision Makers and Update list and follow-up

ESTABLISH CLEAR LINES OF RESPONSIBILITY

What - Identify who is responsible for security decisions across the technical estate

Why — Consistency helps avoid confusion that can lead to
* Human and automation errors that create security risk
« Security decisions holding up projects (or security being skipped in projects)

Tios » Document Decisions in Policy and Architecture to ensure consistency going forward and harmonization
P * Mix of old & new - Some practices will be carried forward from before, but some must be changed




Who makes security decisions for the cloud?

Decision Maker

Decision Type

Policy Management

Compliance
Reporting

Posture Management

Incident Monitoring
and Response
Identity Security and
Standards

Network Security

Server, Container, &
Endpoint Security

OT & loT Security

Additional Information

Typically GRC team + Architecture
Set direction for Decision Rights / Roles Based Access Control (RBAC), Administrator protection strategy,
DevOps/DevSecOps, Security Automation (Azure Policy, integration into CI/CD and laC, etc.), and more

Typically Program Management Office
Report compliance on all assets including cloud. Work with technical teams to assess compliance status

Typically Program Management Office (PMO) & Vulnerability Management

Design processes for managing security posture —monitor status, follow up with asset owners (IT Ops,
DevOps, etc.), assist with challenges in remediating risk (provide training, tooling, escalate blockers, etc.)
across all assets (cloud, on prem, endpoint, mobile, identity, etc.)

Typically security operations team
Investigate and remediate security incidents in SIEM / XDR tooling

Typically Security Team + Identity Team Jointly
Set direction for Azure AD directories, PIM/PAM usage, MFA, password/synchronization configuration,
Application Identity Standards

Typically existing network security team
Configuration and maintenance of Azure Firewall, Network Virtual Appliances (and associated routing),
WAFs, NSGs, ASGs, etc.

Typically IT operations, security architects/engineers (jointly)
Monitor and remediate server security (patching, configuration, endpoint security, etc.)

Typically OT operations and security architects (jointly)
Monitor OT environment for threats and vulnerabilities, plan remediation



Assign Next Steps (Part1)  |gentify who owns following
up with stakeholders

Stakeholders Point of Contact

1 Security Team

2 | IT Operations

3 Cloud Teams

4 |DevOps/DevSecOpsTeams

5 | <Other Stakeholders>




k\
Review — Exercise
Business Alignment

1. Designate
Decision Makers
2. Publish
and Update list

3. Socialize
and follow-up

Next Up:
Roles and Responsibilities Summary




Review 0 Roles and
Responsibilities

A Different security specialties reduce

organizational risk differently

A Prevent, respond, govern, architect, compliance,
and more

A Security works through IT, OT, loT, and

DevOps teams
A Must build strong relationships and processes

A Security skill demand is shifting

A Designate and publish list of security
decision makers

Next Up:
1A 0 Strategy and Recommended Initiatives

0 ) Q50 Workshop
- . E. 4
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The world Is transforming rapidly

Attackers

Technology

Security



Working together

Business Digital Transformation

@

Market

Attackers

: v
Technology ‘ Security
.'. .a

Cloud Transformation Zero Trust Transformation



Security Shifts to Continuous Improvement

‘ Governance
Driving Continuous Improvement

Security Imperatives

Innovate with
Assets >




SeCU”ty Imperatlves Context to inform

decisions, tools, & automation

Known, Trusted, Allowed
Governance | Onevery access request

Driving Continuous Improvement
o

Apply Security Standards
to all new assets as they are
created and updated

, %)vate with

Assets
>

Enablement and Monitoring
To ensure security maintenance is
performed well and properly

Q
QS
.A.C.Q.e..SO$COA"S..S..e.t.$....Q........C) %
S
+
W
o
o

Prioritize and scale

Protect business critical assets most & first and integration across

o Clear North Star
QQ Describing end state
A)

rb teams & systems

Apply security consistently at scale & speed

Accuracy, Impact, and Speed
For every response to disrupt
attackers (OODA loops)

Continuous Improvement
Clear guidance that stays current




- BUlld Modern Securlty A Ransomware Recovery Readiness

Ensure backups are validated, secure, and
Common MOO’&’/’/?/Z& ﬂb/? /n/'z‘/'a f/Vé’S immutable to enable rapid recovery
Secure ldentities and Access
Modern Security Operations

Infrastructure and Development

OT and loT Security

Data Security & Governance, Risk, Compliance (GRC)



Security Initiatives improve one or more disciplines

Access
Control

Zero Trust principles transform access control
Sccure assers wherever they go

Ciassic ppresch ~~ ZeroTmst

Secure Identities
and Access

Module 2

Security Asset Security g |nnovation
o) Operations Protection Governance QO Security

Data & Governance,
Risk, Compliance

(GRC) Module 5

Modern Security OT and loT

) ] Infrastructure & Development
Operations Security vett velop

Module 3 Module 6 Module 4

Each initiative maps to an Architecture Design Session (ADS) Module



Microsoft Cloud Adoption Framework (CAF)

o33 = @

Define strategy Plan Ready Adopt
Understand motivations % Digital estate % Operating model % Migrate
Business outcomes Initial organization alignment Landing zone concepts Modernize
Business justification Skills readiness plan Design area guidance Innovate
Prioritize project Cloud adoption plan Implementation options
- mm
o 1]
ﬁ e Iﬂl
Secure Manage Govern
% Risk insights —— Business commitments ———  Business risks %
Business resilience Operations baseline Policy & compliance
Asset protection Operations maturity Governance maturity

https://aka.ms/CAFSecure



Microsoft Cloud Adoption Framework (CAF)

Achieve balance

Technology

Align business, people and technology strategy to achieve business goals withactionable,
efficient, and comprehensive guidance to deliver fast results with control and stability.



Cloud Adoption Framework | Secure Methodology

Security Program and Strateqy Guidance

Secure Business Alignment ] ]
o _ _ _ N Business alignment
Risk Insights --------ccecemmmcoconanaen, Security Integration --rceeeeeeereneees Operational Resiliency
Integrate security insights Integrate security insights and Ensure organization can Esta bl IS h Cross-o rg p rocesses to
into risk management practices into business and IT operate during attacks and .
framework and digital processes 'o rapidly regain full Scale ClOUd secu I’Ity th I’Oug hOUt
initiatives operational status yOU r bU Si ness
Security disciplines
Access Securit}( Asset _ Security n Innov_ation Secu rity Disci plines
Control o) Operations Protection Governance &  Security
Establish Zero Trust Detect, Respond, and Protect sensitive data Continuously Identify, Integrate Security into | m p | eme nt p roven secu ﬂty
access model. Extend  Recover from attacks: and systems. measure, and DevSecOps processes. .
modern protections Hunt for hidden threats; Continuously manage security posture  Align security, p Frocesses b ul |t on mOd e m, C | ou d -
to legacy assets Lead through data- discover, classify & to correct deviation & development, and .
driven decision secure assets reduce risk operations practices. based secu rlty too | S

Convergence of Skillsets o
« Cloud security requires expertise for both security and cloud. iero trust principles
Assume breach

* (Can be dedicated team or a cross-functional virtual team A Explicitly Verify
Security Team, Cloud Center of Excellence (CoE), Cloud Operations, A Least privileged
IT Operations, and others.




“Zero Trust" has been around for a while

Ean o S SNy
o redm

What is Zero Trust? Zero Trust History =5 =% %x]

Assume breach | Explicitly Verify | Least privileged and Standards | se=memman

e

Secure Identities Modern Infrastructure Data Security & loT and OT
and Access Security & Development Governance, Security

Modern identity & Operations Security Risk,
network access (SOC) Compliance
(GRQC)

Secure Access
Service Edge (SASE)

Modernization, Integration, and Automation across technical controls
Identity, Endpoint, Network, Application, Infrastructure, Data, and Infrastructure




Security Must be Balanced

Too little or too much securtity can increase risk

Too little security Too much security can
(or skipping it) block productivity
increases number & which incents people to
impact of security bypass authorized
incidents High Agility Balanced High Security systems & protections

Security —_\/

Productivity

Increased RiIsk



Increase Business Agility and Mitigate Security Risk

Capture business Strengthen
opportunities Security

Digital Transformation

Agile - adapt rapidly to changing business conditions
and technologies with regular contact between business,
IT, and security.

Sustainable 6 Ensure sponsors, developers, users, IT, and

security maintain a constant pace (and budget)
indefinitely.

Simplify User Experience 0 ensure eachuser role and

business process can execute with minimal friction and
interruption

Zero Trust Principles

Assume Breach (Assume Compromise) Minimize blast
radius with asset centric protections, micro-segmentation,
continuous monitoring, and automated threat response

Verify explicitly Always make security decisions using all
available data points, including identity, location, device
health, resource, data classification, and anomalies.

Use least privilege access Limit access with justin-time

and just-enough-access (JIT/JEA) and riskased polices
like adaptive access control.



Layers of a Zero Trust Security Strategy

A Journey that affects everyone a little differently

CEO

CFO COO

& CIO a CISO

Business Drivers
and Benefits

Enterprise Strategy
and Priorities

Zero Trust Implementation

Technical Architecture
and Implementation




oZero Trustodo has been ar ou

The Open Group
(Home of the Jericho Forum,

TOGAF, and more)
NIST

*0 : e © 6

2004 ey | 2014 2016 Ongoing et I

Jericho Forum IJERECI.IO Microsoft Advocates Conditional Passwordless S =

Formally Established "Assume Breach” Access Released Initiative _ i =

A1 s/ ",
= -

QO o

~2004 2010 2014 2017 A ——

Network Access Control ~ Forrester coins BeyondCorp -

(NAC) Architectures “Zero Trust” Term  Published %%%\%ﬁj %

Historically slow mainstream adoption for both network & identity models:

g Network - Expensive and challenging to implement Identity - Natural resistance to big changes
Google'’s BeyondCorp success is rarely replicated Security has a deep history/affinity with networking

Increasing consensus and convergence (though still some variations)


http://shop.oreilly.com/product/0636920052265.do
https://publications.opengroup.org/security-library/w210?_ga=2.265463113.75278587.1623601657-172039419.1614188318
https://csrc.nist.gov/publications/detail/sp/800-207/draft
https://www.forrester.com/blogs/ombs-zero-trust-strategy-government-gets-good/

Zero Trust Security Strategy

Technical Components

ldentities Applications
. ' Data
- Zero Trust —
policy enforcement Bioio}
Infrastructure
Endpoints o
[0 ]
= ™
Network

e
Eintan: A
l‘,‘\
{n
“‘ ’,‘ Zero Trust Architecture

Assume breach | Explicitly Verify | Least privileged ara ;t Architecture




Zero Trust Architecture

Policy
Optimization
.................... » ) o ) l’r‘
BUSINESS O tIMIZatiON, oo oo oo
Compliance, & Governance
B R {77 eee————
i Security Posture Assessment H
Identities User Experience Optimization Data
Classify, label, :
i encrypt' prevent ----- Emails & documents ... ‘
T loss L. ‘
: g3 Structured data :
Non-human 5
Stong Zero Trust
authentication ] i
Identity risk i Q POl |Cy Network AppS
A Request , . @A Adaptive
: Q Enhancement ¢ Evaluation Public R Access SaasS Apps
: P4 -y TAMCAMEING .
H ﬂ Enforcement & segmentation Private On-premises Apps
Endpoints Device = o Infrastructure
compliance :  Continuous . 9 8
. . : B (0]
Corporate Device risk assc;essment h ‘ Runtime % % % % o
rea control T & i E g g
Personal - Protection - NEl
4\
@ Risk Assessment JIT and Version Control
________________________ Y i 1’7‘
€ Response Automation
................................... > L&) Threat Intelligence L — ,’7\

D<3 Forensics

Telemetry/analytics/assessment




Review - Strategy and e
Recommended Initiatives

A Securityds mdueel mi ssi on:
risk + enable the business

A Partner and collaborate across
Business, IT, and Security teams

A Zero Trust Strategy includes

multiple initiatives ‘

A Zero Trust Principles are critical
to modernization

Next Up:
1B Business Alignment



Security can be simple

Lots of details but really just 3 ways to get control

Car Keys Driver
Attack technology itself (errors in Attack Credentials that control Attack People that manage/use
software logic, configuration, etc.) system(Passwords, Tokens, keys, @ systems (Trick, Distract or Persuade)




Security is a Team Sport

Example: ldentifying what is business critical

Business
What would you restore first if everything was down?

IT / Technology Q Security

What are technical components A What security threats could cause this?
of business critical assets? A How to protect assets without disruption?














































































































































































































































